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Key Points	


1.  Cyber Security Exercises in MY 	

2.  What the Players Say?	

3.  Useful? Yes or No	


4.  The June 2011 Incident 	

5.  Lessons Learned 	
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Cyber Security Exercises in MY 	


Year	   Exercise	  Name	   #	  Par/cipants	  /	  
Organiza/ons	  

2007	
 MYDRILL07	
 7-8 orgs	


2008	
 X-MAYA	
 10	


2009	
 X-MAYA 2	
 28	


2010	
 X-MAYA 3	
 34	


2011	
 X-MAYA 4	
 66 	
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Who is Involved ? 	


1.  National Security Council (Lead Organizer)	

2.  CyberSecurity Malaysia / MyCERT – Exercise 

Controller / Scenarios  + Artifacts 
Developer / Backend / Overall DrillFoo	


3.  Players – Critical Information Infrastructure 
Agencies	
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Banking & 
Finance 

Energy 

Government Service 

Transportation 

Health 
Services 

        Food &     
Agriculture 

Information & 
Communication 

Defense & 
Security 

   Water 
Emergency 

Services 

Critical National Information  
Infrastructure (CNII)  

Thrust 1: 

Effective 
Governance 

Thrust 2: 

Legislative & 
Regulatory 
Framework 

Thrust 4: 

Culture of 
Security & 

Capacity Building 

Thrust 3: 

Cyber Security 
Technology 
Framework 

Thrust 7: 

Cyber Security 
Emergency 
Readiness 

Thrust 8: 

International 
Cooperation 

Thrust 6: 

Compliance & 
Enforcement 

Thrust 5: 

R&D Towards 
Self Reliance 

MOSTI	


“Malaysia’s CNII shall be secured, 
resilient and self-reliant. Infused with a 

culture of security it will promote 
stability, social well being and wealth 

creation” 

Vision:	  

National Cyber Security Policy (NSCP) 
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Exercise Objectives 	


1.  Get the agencies to familiarize with the 
National Cyber Crisis Management 
Procedures (NCCMP) *  	


2.  Improve overall cyber security readiness of 
CNII agencies 	


3.  Encourage sharing of information between 
agencies 	
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How we (MyCERT) got involved	


1.  National Cyber Security Response Center 
(Got Incidents?) 	


	
* 8 – 12 people involved  	

2.  Participated and help co-ordinate APCERT 

Exercises in the past 	
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Evolution 	


Year	   Exercise	  Name	   #	  	  	   Nature	  /	  Backend	  Work	  	  

2007	
 MYDRILL07	
 8 orgs	
 Desktop Exercise	


2008	
 X-MAYA	
 10	
 Hands-on / ‘Blackbox’	


2009	
 X-MAYA 2	
 28	
 Hands-on / Progress Tracking	


2010	
 X-MAYA 3	
 34	
 Hands-on / Progress Tracking/
Automation	


2011	
 X-MAYA 4	
 66 	
 All of the above + Infrastructure 
Hosting (The Cloud?) 	
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Back-End Stuff	




Activities 	


1.  Overall Planning, Call for Players 	

2.  Training for Players (Procedures, Incident 

Response, Mini Drills) 	

3.  Scenario & Artifacts Development 	

4.  Infrastructure Building 	

5.  D-Day 	

6.  Post-Drill Stuff 	

* Takes many months 	
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Example of Scenarios	
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Who Pwn3d Our CEO ?	

www.evil.com	  

CEO’s	  Laptop	  

Command and Control 	


Website	  	  

Scenario from National Cyber Security Exercise 2010 (X-Maya 3) 	  	  
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#OpsLulzDrillzMY	


1.  (Fictitious) Group LulzDrillzMY wants to 
attack .MY (again)	


2.  DDoS Sites of Agencies	

3.  Release DDoS Tool that is backdoored 	

4.  Infected computers can be controlled by 

Twitter like service 	

5.  Attacks announced in real time in #irc 

channel	

Scenario from National Cyber Security Exercise 2011 (X-Maya 4) 	  	  
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Video on MayaTube	
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Crowd Sourcing	


16	  



Tuwitter: Infected machine management	
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Scenarios Expectations 	


1.  Most important is adherence to procedures 
i.e. escalation, threat levels declaration etc 	


2.  Technical – fixing the problem 	
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What do the Players Say? 	


Positive	

1.  Exercise is good and realistic 	

2.  Practical way to learn about the National Cyber 

Crisis Procedures 	

3.  Helps to develop internal CSIRTs capabilities/

understanding	

4.  Let’s do this more than ONCE a year	


* Score 85-95% Satisfaction for all exercises 	
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What do the Players Say (2)	


Not So Positive	

1.  We Don’t Use X (software/servers/etc) in 

our infrastructure so Not Fair	


2.  How do we know if we are done? (And what 
is our rank/position) 	


3.  We didn’t do A, B, C because it is not in our 
SOP	
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Some Challenges 	


MyCERT	

1.  Keeping things real 	

2.  Players = Players + Vendors 	


3.  Managing a large Game	

Players 	

1.  Same as Not-So-Positive Comments in 

Previous slide	
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A Good/Real Test – June 2011	


23	  



Anonymous vs Malaysia (June 15 2011)	




So Are Cyber Security Exercises 
Useful? 	
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Lessons Learned 	


1.  YES, useful to a certain extent, but 	

2.  Effective for organizations that have security 

in place * 	


3.  Everybody does not have to ‘play’ at the same 
time	


4.  Keep the objectives in mind, don’t go 
overboard with the scenarios  	
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Thank You for Listening! 	

  Find out More	


 www.cybersecurity.my 	


 www.mycert.org.my  	


  Personal	

  adli@cybesecurity.my 	

  Twitter: adliwahid	



